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ABSTRACT: Cloud computing 1s an attractive criterion for accessing virtually unlimited storage and
computational resources. Cloud computing has many advantage, but providing the data confidentiality
i the cloud is major concern. The major disadvantages in the cloud computing is high latency, limited
mobility, slow response time because data 1s transferred through Multiple hops. And it is centralized
Geo-distribution. In Our System, we propose the Fog computing which address the above problems
faced by cloud computing. Fog computing 1s a criterion which extends the cloud computing and its
services to the network edge. It can’t replace cloud. It extends the cloud computing by providing the
security in the cloud atmosphere. Fog has many advantages when compared to the cloud 1.e., less data
traffic, low cost and latency. It also eliminates the overhead to the centralized computing system, and
security 1s high because data moves across the edge of the network so response 1s quick. Still there are
many advantageous in fog computing, but some of the security issues also taken into consideration while
transferring the data. In our system we focus on providing the security to the data while transferred via
cloud. Here Outsourcer sends the encrypted data along generated key (cipher key/encrypted key) to the
data user via Fog Server. Using that encryption key the user decryption is performed and then viewed
the original data.
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1. INTRODUCTION: Fog computing is mainly used for Internet of Things. From network centre, Fog
computing obtain data and services to the network edge. Similar to Cloud, Fog also data, compute,
storage, application services are given to the end-users. The services and applications of fog are
distributed that means fog fetches the data storage, processing and application. Fog computing 1s a
distributed computing model that from the centralization to the network edge device such as set top
box, access point. Fog computing is hosted locally so the user uses the service. Instead of sending to
cloud Fog computing provides IOT data processing, storage, it 1s locally processed i smart devices.
The purpose of both Cloud and fog are for compute, storage and networking resources. In fog
computing, instead sending the collected data by sensors to the cloud server it 1s sent to devices such as
network edge or set top box, routers, access point for processing. By doing this, the traffic 1s reduced
due to low bandwidth. Fog computing enhance the Quality of service and also latency is reduced. Small
computing works are processed locally and end users get the responses back without the use of cloud.
For smaller computing works, Fog computing is better option compared to the cloud computing. Fog
computing reduces the data traffic to the cloud. Since fog system provides better response time without
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delaying. Good example for Fog Computing is jet engine. Suppose jet engine Is connected to the
mternet, 10 TB of data is created by jet engine within half an hour running time. For this huge data
more bandwidth 1s needed. Fogging is complemented to cloud. Some features in fog computing
differentiate from the cloud, the purpose of Fog Computing is real time interactions but it can’t replace
cloud computing as it preferred for high end batch processing. As the name suggests cloud system 1s
placed at a distant where as the fog system is placed locally near to the end user. Our new key
management scheme can be viewed as a dynamic ConBE (DConBE) scheme, in which a group of fog
nodes that want to establish a fog system may first negotiate a group size. Then they can further agree on
an mitial public encryption key and their respective decryption key. Learning the public encryption key,
any end user may broadcast encrypted messages to any subset of the fog nodes in the fog system. Only
the fog nodes in the selected subset can decrypt the ciphertexts received. We also allow nodes to join or
leave the fog system. Similar to the static ConBE, when the fog system is first initialized, only one round
1s required to establish the (initial) public encryption key and decryption key of each fog node.
However, when the system is set up, our scheme for fog computing allows a fog node to join or leave
the system. When a fog node joins or leaves the system, only one round communication is required to
update the public encryption key and each fog node’s decryption key. Further, we also introduce a
synchronization technique for key updating based on blockchain . We note that our key management
scheme 1s fully collusion-resistant and stateless which are two important requirements that a key
management scheme should satisfy. Collusion resistance denotes that if some fog nodes in a fog system
are later revoked, only the remaining fog nodes in the system are able to access the encrypted contents
broadcasted. A key management scheme is called fully collusion-resistant if the scheme remains secure
even all the revoked nodes collude. The latter property means that the fog nodes in a fog system do not
need to update their decryption keys when some fog nodes in the system are revoked. This property 1s
mmportant for the efficiency of the scheme. If a key management scheme is not stateless, the decryption
keys of the fog nodes in the system must be distributed again when the receiver set is changed.

II LITERATURE SURVEY:
EXISTINGCLOUD COMPUTINGSYSTEM  First, Cloud Computing has provided many

Opportunities for enterprises by offering their customers a range of computing services. Current “Pay-
as-you-go” cloud computing model becomes an efficient alternative to owning and managing private data
centres for Customers facing Web Application

1. Data breaches - This led to the loss of personal data and credit card information of about 110
million people, it was one of the theft during processing and storage of data. 2. Data loss - Data loss
occurs when the disk drive dies without any backup created by the cloud owner. It occurs when the
encrypted key 1s unavailable with the owner. 3. Account or service traffic hjjacking - Account can be
hacked if the login credentials are lost. 4. Insecure API’s - Application Programming Interface controls
the third party and verifies the user. 5. Denial of service - This occurs when millions of users request of
same service and the hackers take this. 6. Malicious insiders - This occurs when a person close to us
knows our login credentials. 7. Abuse of cloud services - By using many cloud servers hacker can
crack the encryption in very less time. 8. Insufficient due diligence- Without knowing the advantages
and disadvantages of the cloud many businesses and firms jump into cloud thus leading to data loss 9.
Shared technology - This occurs when the information is shared by the many sites.

NEED OF FOG COMPUTING Fog Computing enables a new breed of applications and services, and
that there 1s a fruitful interplay between the Cloud and the Fog, particularly when it comes to data
management and analytics. Fog Computing extends the Cloud Computing paradigm to the edge of the
network. While Fog and Cloud use the same resources (networking, compute, and storage), and share
many of the same mechanisms and attributes (virtualization, multi-tenancy) The Fog vision was
conceived to address applications and services that do not fit well the paradigm of the Cloud.
Applications that require very low and predictable latency the Cloud frees the user from many
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implementation details, including the precise knowledge of where the computation or storage takes
place. This freedom from choice, welcome in many circumstances becomes a lability when latency 1s at
premium (gaming, video conferencing). Geo-distributed applications (pipeline monitoring, sensor
networks to monitor the environment). Fast mobile applications (smart connected vehicle, connected
rail). Large-scale distributed control systems (smart grid, connected rail, smart traffic light systems).

Fog computing extends the cloud-based Internet by introducing an itermediate layer between mobile
devices or the end user device and cloud, aiming at the smooth,low-latency service delivery from the
cloud to smart device. This accordingly leads to a three hierarchy Mobile-Fog-Cloud architecture. The
mtermediate Fog layer 1s composed of geo-distributed Fog servers which are deployed at the edge of
networks, e.g., parks, bus terminals, shopping centres, etc. Each Fog server 1s a highly-virtualized
computing system, similar to a lightweight cloud server, and is equipped with the onboard large- volume
data storage, compute and wireless communication facility.

III IMPLEMENTATION:

Fog computing extends the cloud-based Internet by introducing an intermediate layer between mobile
devices or the end user device and cloud, aiming at the smooth,low-latency service delivery from the
cloud to smart device. This accordingly leads to a three hierarchy Mobile-Fog-Cloud architecture. The
mtermediate Fog layer 1s composed of geo-distributed Fog servers which are deployed at the edge of
networks, e.g., parks, bus terminals, shopping centres, etc. Each Fog server is a highly-virtualized
computing system, similar to a lightweight cloud server, and is equipped with the onboard large- volume
data storage, compute and wireless communication facility. The role of Fog servers 1s to bridge the
mobile users and cloud. On one hand, Fog servers directly communicate with the mobile users through
single-hop wireless connections using the off-the-shelf wireless mterfaces, such as Wi-Fi, Bluetooth.
With the on-board compute facility and precached contents, they can independently provide pre-
defined service applications to mobile users without assistances from cloud or Internet. On the other
hand, the Fog servers can be connected to the cloud so as to leverage the rich functions and application
tools of the cloud. To summarize, the purpose of Fog computing is to place a handful of compute,
storage and communication resources in the proximity of mobile users, and therefore to serve mobile
users with the local short-distance highrate connections. This overcomes the drawback of cloud which is
far to mobile users with elongated service delays. Therefore, the fog is interpreted as the cloud close to
the ground. DConBE scheme, we assume the communications among the fog nodes go through
authenticated channels during Initialize, Join and Leave. However, confidential channels are not
required during the execution of these protocols. In a fog system, the fog nodes are usually from trusted
organizations and should be authenticated. If misbehavior is found, the malicious node will be
punished. An authenticated channel may be also used to avoid a misbehaving node to join the system
multiple times without executing Leave each time. To avoid this attack, we may restrict that the same
node cannot join the system without executing Leave. The most usual method to build authenticated
channels 1s to use digital signatures. If digital signatures are applied, then we need a certificate authority
(CA). In our scheme, the CA may serve as the TA in practice. We note that TA is different from
trusted dealer. TA is used to generate the system wide parameters (and issue certificates for the users in
the system). A fully trusted dealer 1s an entity other than the TA n the system. It 1s used to manage a
group, e.g., issue group decryption keys for the users in the group. Obviously, he has the knowledge of
the group members’ group decryption keys and may always decrypt the messages sent to the group. Our
main goal 1s to remove the need for a fully trusted dealer.

4. CONCLUSION:

We have defined the notion of DConBE and proposed a concrete DConBE scheme for key
management in fog computing. In DConBE, any end user can send encrypted messages to any subset of
fog nodes in a fog system without requiring a trusted dealer. The new DConBE scheme allows a fog
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node to join or leave the fog system efficiently. The security of the proposed scheme is proven under
the decision *-BDHE assumption in the standard model. In our scheme, if an end user wants to send
encrypted messages to its preferred fog nodes in a fog system, the user has to know the structure of the
fog nodes. As future work, it would be interesting to design a key management scheme without using the
structure of the fog nodes.
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